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Disinformation Overview



Content with the purpose of misleading the public is dangerous.

Intention

Who and Why

Disinformation thrives during political unrest.



@ChalecosAmarill



@Chalecoamarill’s Activities and Subsequent Events

Anti-Government 
Protests in 

Colombia- May 2021 

Mysterious Twitter Account 
(@Chalecosamarill) Infiltrated 

Colombia-based Political 
Discussions/ Posted Misleading 

Content- May 2021

@Chalecosamarill used 
domestic hashtags and 

tweeted pro-Petro 
content- May 2021

@Chalecosamarill 
echoed U.S. 

adversaries’ media 
(RUS/IRN/CUB/VEN)- 

Always

@Chalecosamarill engaged with 
inauthentic Twitter network 

pretending to be Petro supporters- 
November 2021

@Chalecosamarill 
engaged in digital 

campaign to change 
Colombia’s 

Congress- November 
2021

����
Petro Presidency-

June 2022

Petro-U.S. Officials 
Meet- July 2022

War Games in 
Venezuela- August 

2022 (RUS/IRN/CHN)



Background: Colombia

● Closest South American ally to the U.S. 

● Collaborated on national security and 
economic issues

● Only country in South America that has 
never elected a leftist leader (until now)

● Aligned on political concerns involving 
the governments of Venezuela, Cuba, 
and Nicaragua 

Photo Source: US Army



Who is Gustavo Petro?

As of June 2022, 
President-elect of Colombia 

First leftist president of Colombia

Friend of the late Fidel 
Castro (CUB) and late 
Hugo Chavez (VEN) 

🤜🤛

Former Senator

Friend of the FARC





Petro’s Stance Towards the U.S.

● Critical of U.S. economic sanctions 

● Does not favor an anti-narcotics agenda

● Critical of extradition of criminals

● Promotes the rebuilding of diplomatic relations 
between the U.S. and Venezuela

● Question to you: Who else wins if Petro wins?



The Hypothesis and Result

Hypothesis 
The Venezuelan government is attempting to influence perceptions in Colombia 
with the goal of achieving political change - getting Petro elected.

Result
The government of Venezuela likely used a third-party firm to conduct and 
engage in information operations, to include disinformation, to help get Petro 
elected.

■ Who: (Likely) Venezuela’s Government
■ Why: (Likely) Help soften U.S. foreign policy toward Venezuela



The Network 

@ChalecosAmarill
Promoter and Creator Pro 

Gustavo Content

Ralito Digital
Chalecos’ Operator- Admin 

for Telegram Channel

Rafael Nunez
Community Manager 

Comunicacion Digital VE

Jeisson Rauseo 
CEO 

Comunicación Digital VE

Global Revolution ORG 
Telegram Channel

Iran

CubaRussia

Venezuela

Here



Discovery: Chalecos’ Reach in Colombia on Twitter

8k Retweets in Colombia



● No identifiable Info

● Large Following

● Interacted with community

● Echoed Venezuelan (and allied) 
state-sponsored news

● Interacted with suspicious accounts

● Active 22 hours/day on average

● Posted true, half-true, and false 
information

● Adopted domestic hashtags in target 
countries- COL in this case

Content Analysis



Content Analysis: Disinformation



Content Analysis: Disinformation

“In #Colombia #LastHour- In Pereira, an ESMAD tank 
advanced running over several protesters. This is a 
clear violation of human rights. #killercops”- 
@Chalecosamarill



Content Analysis: Participation in Pro-Petro Digital 
Campaign to Change Colombia’s Congress



November 
2021

February 
2022

Content Analysis: Influence Campaign Engagement

Interactions with Inauthentic Network Engaged in Campaign





Content Analysis: Inauthentic Network Adopted 
Supporter Characteristics



Content Analysis: State-Linked Media

@ChalecosAmarill
Promoter and Creator of 

Pro Gustavo Content



Attribution: Following Clues

@ChalecosAmarill
Promoter and Creator of 

Pro Gustavo Content

Ralito Digital
Chalecos’ Operator- Admin 

for its Telegram Channel

Global Revolution ORG 
Telegram Channel



Attribution: Ralito Digital



Attribution: We got a name!

@ChalecosAmarill
Promoter and Creator 
Pro Gustavo Content

Ralito Digital
Chalecos’ Operator- Admin 

for its Telegram Channel

Rafael Nunez
Community Manager 

Comunicacion Digital VE

Global Revolution ORG 
Telegram Channel

Iran

CubaRussia

Venezuela



Attribution: Person Behind Ralito Digital



Attribution: THE Golden Nugget

@ChalecosAmarill
Promoter and Creator 

of Pro Gustavo Content

Ralito Digital
Chalecos’ Operator- Admin 

for its Telegram Channel

Rafael Nunez
Community Manager 

Comunicacion Digital VE

Jeisson Rauseo 
CEO 

Comunicación Digital VE

Global Revolution ORG 
Telegram Channel

Iran

CubaRussia

Venezuela



● CEO of Comunicacion Digital VE- “Strategic and intelligent 
digital marketing”

● Formerly Director of Social Media at Venezuela’s Ministry of 
Communications and Information (MINCI)

○ “Retired” in 2016

○ Active government email- Venezuela’s National Institute 
for Socialist Training and Education



Attribution: MOTIVE REVEALED

Website: patriagrande[.]com.ve





Attribution: Additional Links to Venezuela’s Government



Impact

Petro was elected in 
June 2022





Post-Report Behaviors

New Account

Less Active

…But its Operators 
Conduct “Political 
Marketing”

Variation of the Same 
Screen Name (Established a 
Brand)

Telegram 
Channel 
Upfront 

😡



Post-Report Behaviors



That Moment When…

26 March 2022 3 May 2022



Thank you, Cyberscoop!



General Key Takeaways

1. Do not trust sources you do not know

2. Sources of information reveal motive

3. Digital actors engaged in Information Operations (IO) adapt

○ One case is a snapshot in time, next time, methodology could be different

4. Think about IOs as marketing campaigns, which requires:

○ Request -> Research -> Planning -> Operation -> Review-> New Request, etc.

5. Academics are studying how you “Fact Check”

○ Adversaries can access this information and use it to deceive…



😐



OSINT Key Takeaways

1. Be suspicious of accounts with no identifiable info

2. Look for trends/patterns

3. Names are vital to an investigation

4. If you find something unexpected, it is probably worth investigating further 

5. Follow clues

6. Historic data often provides new leads… targets’ bad OPSEC does, too :) 

7. Political neutrality during an investigation is important

8. Be supportive of your team- OSINT and mental health



Thank You
Learn more at nisos.com


